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The North America Electric Reliability Corporation 
Critical Infrastructure Protection (NERC CIP) 
under the direction of the Federal Energy 
Regulatory Commission (FERC), has created 
compliance standards for the Bulk Electric 
System (BES).  Entities operating within the 
BES must adhere to these standards.  These 
standards are in place to insure that our electrical 
generation, transmission, and distribution can 
continue uninterrupted, especially as it would 
relate to interruptions caused by cyber events.  
Penalties for not adhering to these standards can 
be significant.  In February of 2016, NERC issued 
a full notice of penalty regarding an Unidentified 
Registered Entity, FERC Docket No. NP16-_-
000.  The penalty amount was $1.7M1.  In October 
of 2016, NERC issued a full notice of penalty 
regarding an Unidentified Registered Entity, FERC 
Docket No. NP17-_-000 in the amount of $1.25M2.  
The stakes are very high relative to being 
NERC CIP compliant.

The industry is now about 10 years into the 
NERC CIP standards.  The utilities within the 
BES have been working hard to understand the 
requirements and to put in place the necessary 
processes, controls, and documentation to be 
compliant.  They have instituted the necessary 
processes to insure that their assets are 
protected and their contribution to the grid, is 
as safe as it can be.  But the NERC CIP standards 
have been a moving target over the years.  So 
utilities have put different processes in place but 
as the standards progress, compliance may not 
be to the level it should.  Those entities who for 
whatever reason, are not presently compliant, 

face the possibility of much higher fines now and 
negative perception within the industry.

There are certainly different ways to increase 
the level of security compliance.  One way is 
to perform this work internally.  This can be 
expensive due to the need to hire many people, 
set up new equipment for testing and validation, 
and build new internal processes, all to create the 
proper environment for the successful execution 
of the cyber security program. Another option 
or modification to the first option, would be to 
create a high level structure that manages this 
process but puts a large amount of the burden 
of compliance on those that supply the assets 
to the utilities.  This is certainly a decentralized 
approach but puts much of the resource burden 
elsewhere to insure that execution occurs and 
in a timely manner.  This paper will focus on this 
latter alternative.

Utilities have a daunting task.  They are often 
faced with the need to insure security compliance 
against an extremely large fleet of assets.  To 
do that requires increases in personnel but 
also requires the knowledge and wherewithal 
to understand the standards, comply with the 
standards, and then document said compliance.  
This could lead to focus in one critical area while 
leaving other areas that fall under the standard, 
unattended.  Having a supplier take on the 
burden of doing everything possible to increase 
the security posture of the systems before they 
arrive at the customer location, allows the end 
customer a bit more peace of mind that certain 
elements have been reviewed and addressed.

INTRODUCTION



FoxGuard Solutions           2285 Prospect Dr. NE, Christiansburg, VA 24073        877.446.4732       foxguardsolutions.com

So let’s look at one of the standards and the compliance requirements as taken from NERC.

CYBER SECURITY — SYSTEMS SECURITY MANAGEMENT3

CIP-007-6

Purpose: To manage system security by specifying select technical, operational, and procedural 
requirements in support of protecting BES Cyber Systems against compromise that could lead to 
misoperation or instability in the Bulk Electric System Standard (BES). 

 ▶ Ports and Services — where technically 
feasible, enable only logical network 
accessible ports that have been determined 
to be needed by the Responsible Entity, 
including port ranges or services where 
needed to handle dynamic ports. If a device 
has no provision for disabling or restricting 
logical ports on the device then those ports 
that are open are deemed needed.  Protect 
against the use of unnecessary physical input/
output ports used for network connectivity, 
console commands, or Removable Media.

 ▶ Security Patch Management — a patch 
management process for tracking, evaluating, 
and installing cyber security patches 
for applicable Cyber Assets is required. 
The tracking portion shall include the 
identification of a source or sources that the 
Responsible Entity tracks for the release of 
cyber security patches for applicable Cyber 
Assets that are update able and for which a 
patching source exists. 

 ▶ Malicious Code Prevention — Deploy 
method(s) to deter, detect, or prevent 
malicious code.  Mitigate the threat of 
detected malicious code.  For those methods 

identified above that use signatures or 
patterns, have a process for the update of 
the signatures or patterns. The process must 
address testing and installing the signatures 
or patterns.

 ▶ Security Event Monitoring — Log events at 
the BES Cyber System level (per BES Cyber 
System capability) or at the Cyber Asset level 
(per Cyber Asset capability) for identification 
of, and after-the-fact investigations of, 
Cyber Security Incidents that includes, as 
a minimum, each of the following types of 
events: 

 ▶ Detected successful login attempts

 ▶ Detected failed access attempts and 
failed login attempts

 ▶ Detected malicious code

Generate alerts for security events that the 
Responsible Entity determines necessitates 
an alert, that includes, as a minimum, each of 
the following types of events (per Cyber Asset 
or BES Cyber System capability)

 ▶ Detected malicious code

 ▶ Detected failure of event logging

REQUIREMENTS
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 ▶ System Access Control – Have a method(s) 
to enforce authentication of interactive user 
access, where technically feasible.  Identify 
and inventory all known enabled default 
or other generic account types, either by 
system, by groups of systems, by location, 
or by system type(s).  Identify individuals 
who have authorized access to shared 
accounts.  Change known default passwords, 
per Cyber Asset capability.  For password-
only authentication for interactive user 
access, either technically or procedurally 
enforce password parameters for length 
and complexity as stated in the CIP-007-6 
standard.  Where technically feasible, for 
password-only authentication for interactive 
user access, either technically or procedurally 
enforce password changes or an obligation 
to change the password at least once every 15 
calendar months.  Where technically feasible, 
either: 

 ▶ Limit the number of unsuccessful 
authentication attempts, or

 ▶ Generate alerts after a threshold of 
unsuccessful authentication attempts.

REMOVING THE BURDEN
What if the vendors who supplied the computing 
equipment, networking equipment, and any other 
equipment deemed “programmable assets”, 
performed much of the work described in the 
standards outlined above before that equipment 
arrived at the site?  If that burden was taken 
away from the utility personnel and they could 
focus more on maintenance of security and 
compliance, wouldn’t that be an efficiency and 
cost savings win?

The idea conceived and proposed in this paper 
is to create an environment where the suppliers 

have internal controls relative to cyber security 
and through the adherence to those controls, 
would provide products that have been carefully 
and securely created, assembled, documented, 
and shipped.

In the control room of a power plant or within a 
substation, there are computers that perform 
controls, SCADA, or gateway functionality.  Those 
computer systems could be one of the first places 
to implement the supplier controls discussed 
above.  Firms are out there right now who have 
implemented the necessary security controls 
into their supply chain and fulfillment processes.  
Here are some of the examples of what that 
means and the outcome for the utility.  As you 
can see, many of these items reflect back on the 
requirements set forth in NERC CIP-007.

The supplier facility would be secured using 
physical and software controls.  Only those who 
have the proper clearance and security privileges, 
would be allowed access to the equipment and 
information required to assemble the product.

A unique set of manufacturing steps would be 
applied during the assembly process for NERC 
CIP compliance and those steps would include:

 ▶ Software
 ▶ The operating system and critical 

applications would be updated with 
the latest verified and tested security 
patches.

 ▶ A system audit would be conducted for 
all users, installed applications, security 
patches, and ports and services.

 ▶ A vulnerability assessment would be 
performed using a third party application 
such as Nessus

 ▶ Final manufacturing checks would be 
performed including:
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 ▶ A full system scan using up to date and 
trusted anti-virus software

 ▶ System diagnostics, final review for 
errors, and associated documentation

 ▶ Full system backup
 ▶ Set up of a unique password for each 

system
 ▶ Documentation of the final system 

shutdown

 ▶ Hardware – To promote awareness of 
unauthorized access or misuse of certain 
physical ports, such as USB or Ethernet, install 
port blockers, attach warning labels, and lock 
chassis with a combination lock, to prevent 
access to internal components.

 ▶ Documentation:
 ▶ Manufacturing steps that are critical to 

NERC CIP standards would be documented 
in two formats, electronic and hard copy.

 ▶ Hard copies would be placed in a 
unique binder for each system.  This 

documentation would become a baseline 
for the utility to prepare for NERC CIP 
audits and for the ongoing maintenance of 
their compliance program.

 ▶ Custom cover page per platform
 ▶ Manufacturing quality signoff
 ▶ Hardware diagnostics report
 ▶ System overview
 ▶ List of users and groups
 ▶ List of installed software
 ▶ List of installed updates
 ▶ List of open ports
 ▶ List of service configuration
 ▶ Vulnerability Report
 ▶ Any additional information that might 

be specific to this implementation
 ▶ Training and User Guide (Per individual 

project requirements)

 ▶ Packaging – tamper proof branded and 
serialized labels would be used to insure the 
proper chain of custody.
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This type of process could be a windfall to a 
utility.  For these “programmable assets” that fall 
within the NERC CIP Compliance requirements, 
a huge step would be taken by having all of this 
done before reaching the individual power plant 
or substation site.  Once the equipment reached 
the utility, the customer could be confident that 
the proper security controls had been used.  The 
burden of doing this work and generating this 
documentation would be pushed back to the 
supply chain, allowing the utility to concentrate 
on providing good, safe, and secure electricity.  

Moving some responsibilities to the supply chain 
will certainly not be a cure all but it would help.

We at FoxGuard Solutions are experienced in 
the delivery of computing and cyber security 
solutions.  We understand the need for these 
capabilities and have worked hard to create 
this type of infrastructure in our facilities.  The 
ability to do this is inherent in our processes.  We 
welcome the opportunity to consult with any 
utility customer who would like to explore these 
ideas more fully.

FoxGuard Solutions is a Virginia based and ISO certified operational technology company that delivers 
reliable, secure, and configurable solutions to solve technology and compliance challenges faced by 
critical infrastructure entities. With over three decades of experience, our team focuses on delivering 
customized Cyber Security, Compliance, and Industrial Computing solutions.

FoxGuard has 35 years of experience in developing turnkey computing solutions for mission-critical 
applications designed to fit a customer’s intended use, expected life-cycle and desired price 
point. FoxGuard has experience in providing cyber security solutions, including patch and update 
management services, asset analysis and monthly patch reporting, security services, hardware/
software solutions and field services.  By leveraging our experience and expertise, we support asset 
owners in mitigating cyber security risks and addressing related regulatory compliance requirements.
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