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ATTACK METHODOLOGY 
Let’s discuss a type of attack methodology, Attack in Depth, as recently demonstrated by a well-resourced  
attacker.  The technique is neigh non-existent in the I.T. infrastructure space, but is expected to become  
standard for future attacks against critical infrastructure (by nation state / APT attackers.)

The purpose of this white paper is to define this style of attack.  The recognition, identification, and naming  
of a thing will make discussions of the technique and ultimately development of prevention measures easier.

I have labeled this attack style “Attack in Depth” as a call back to the defensive technique commonly called 
“Defense in Depth.” To begin the discussion let’s start with the familiar definition of “Defense in Depth” 1 and 
proceed into defining Attack in Depth to show its parallels.

DEFENSE IN DEPTH 
Multiple independent defenses carefully curated2, each of which is expected to achieve a security objective, 
implemented for greater assurance of success than any single independent defense.

ATTACK IN DEPTH 
Multiple independent attacks carefully curated3, each of which is expected to achieve an attack objective, 
implemented for greater assurance of success than any single independent attack.

EXAMPLE
We’ll use examples from the Ukrainian Power Grid attack of 20164 for our discussion.

Let’s begin near the end of this attack in Ukraine, because forensic evidence there is more plentiful.  Assume 
the mission was to disrupt power at specific distribution stations in the Ukraine.  After several months of 
reconnaissance, the attack was launched in December 2015 and 225,000 customers lost electric power. 5 

One objective of the mission, after disrupting electrical power to customers, was to see that the power was 
not restored remotely. The steps involved in this “state assurance” objective, by denying control the plant to 
operators, are listed below.

After the power was disrupted, the following “Attack in Depth” occurred:

• KillDisk erased the Master Boot Record (MBR) (and other files) which would prevent the controlling  
computer system from rebooting

• Communication channels were severed by bricking communication devices at the firmware level

• Controlling Computer Systems were shutdown

• UPS 6 systems were shut off, interrupting local power to controlling computer systems

• The processes necessary for communication through the serial-to-Ethernet converter 
(key communications channel) were shut down and related files deleted

• Authorized user’s passwords were changed and they were logged out 7 

• Telephone Denial of Service Attack was launched, restricting the ability to discover outage  
locations and begin the process of islanding and manual restoration at those sites. 8 

• Attack against a Remote Terminal Unit (RTU) disrupting communication channels required  
to control equipment 9
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SAD STATE OF AFFAIRS
Now let’s consider the state of the control system computer.  It is shut down and powered off locally and at the 
UPS.  After you figure out how to get power to it (in a power outage where the UPS was also attacked), you find it 
won’t boot because of a missing MBR.  If you manage to restore the MBR, you find your login password has been 
changed.  After you manage to reset the password (which is difficult because it’s not an approved or document-
ed process in your environment, much less one that you’ve practiced), you find that the software you need to 
communicate to parts of the system that can restore power has been removed.  After restoring the communica-
tions software you also discover that the communications hardware it requires has been bricked beyond repair.

This is “Attack in Depth” because any one of those techniques could be reasonably assumed to achieve the goal 
of denying access required to restore power from the local operators but there was redundancy in the attack.  
While there was quite a bit of intelligence gathering involved in setting up the attack, it was relatively “quiet”.  
It was not possible to test aspects like shutting down UPSs, bricking communication devices etc. in a similarly 
quiet method.  While any of the methods used would reasonably be assumed to work in non-nation state/APT 
attacks, because they could not be completely tested before use, the attack team curated multiple attack strate-
gies for this particular goal, which included the use of existing tools combined with authoring and/or modifying 
multiple tools.  This is “Attack in Depth”.

THIS IS ATTACK IN DEPTH

This is a demonstrable way of saying “I’m Serious” about this attack.  Failure is not an option.  I came prepared 
with backups for my attacks and backups for my backups.  I am ready and willing to expend resources in orders 
of magnitude beyond what we see in typical commercial computer attacks.

A key feature of “attack in depth” is the ability to create attacks with high probabilities of success from tools/
methods with lower or unknown probabilities of success or methods that cannot be tested in the environment 
ahead of time. It means a marked improvement in success rates. It is a strategy where some of your plans (as an 
attacker) can fail and you still succeed.

This is quite different from many non-critical infrastructure attacks which are attacks of opportunity instead of 
well-resourced attacks with a single target focus.  These attacks don’t say, “This looks difficult. Let’s try some-
where else.” They are tasked with a specific mission.

ADDITIONAL IMPLICATIONS

This “Attack in Depth” implies other qualities as well.  It implies coordination of attacks in time among multiple 
players.  It implies that multiple areas of expertise were included in the planning and execution.  This Ukraine at-
tack required experts in network based attacks, Windows system attacks, Power transmission station operation, 
knowledge of specific and sometimes rare devices used in the environment, firmware reverse engineering and 
creation, and telephone service operation.

This attack is not a script kiddie “stumbling around pushing on things to see what falls over”.  This attack rep-
resents a coordinated collection of professionals.  Professionals with the necessary skill to accomplish each 
objective in the mission. This includes: intelligence, tailored access, social engineering, phishing, networking, 
multiple operating systems, multiple device types, and understanding of plant operations, and knowledge of 
(rare) specialized tools used within an organization.  These skills were combined with the discipline to dedicate 
all of these resources to a single objective while not getting distracted by “shiny things” / easy targets along the 
way that are not part of the mission and might provide early indication of the impending attack.
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ADDITIONAL ATTACKS IN DEPTH

It is reasonable to suspect that this attack methodology was used in many other stages of the Ukraine attack as 
well, but little reliable forensics evidence was recorded. It was seen that there were two methods of initially shut-
ting down the system, the first using existing native tools (remote controlling mouse movement with a Remote 
Access Trojan) and the second using non-site-local software in a more hidden operation. 

Multiple types of malware were used, likely with multiple independent social engineering campaigns and multi-
ple access methods including not only malware, but theft of valid credentials, and VPN usage.

Attack in Depth may be less evident here because more feedback was available during the relatively long in-
telligence gathering phase of the operation.  While multiple tools for each of the objective were curated and/or 
created, few of them were actually used (even though available) because success could be tested.

ATTACK IN DEPTH IS NOT SCORCHED EARTH

Crudely, “Scorched Earth” means “try to destroy all the things”, where “Attack in Depth” means to make sure 
(with redundancy) that you have done any single thing well.  In the Ukraine attack we see Defense in Depth 
where there was redundancy to make sure a required objective was completed, but not Scorched Earth; there 
were plenty of resources that were not touched.

RESPONSE

While the primary purpose of this document is to formally define “Attack in Depth,” where naming something is 
a key step in analyzing and preventing it of itself, I’ll note a couple of key takeaways. 10  This type of attack strat-
egy is different from what we’ve seen in the private sector which has implications for effectively mitigating it as 
well.

This attack technique also implies that the attackers have sophistication of coordination, specificity in targeting, 
tight timing, with access and willingness to expend considerable resources.

In other arenas a reasonable security strategy can depend on the fact that some other target is softer / less 
prepared than you.  In critical infrastructure where you are THE target of the attack, that is not sufficient.  In these 
cases for defense you don’t just “have to be faster than your buddy, you have to be faster than the bear” 11.

The most useful response depends on your particular environment and must be both planned and practiced 
locally.

       •     Plan for when several or all of your things are “owned”

• Plan for islanding systems, subsystems, and sub-subsystems ahead of time (include not only the techni-
cal “how to do it” but the procedural “when to do it” and the political “who has the authority to approve it.”

• Practice, because Attack in Depth, by presenting multiple attacks nearly simultaneously, reduces the  
time defenders have to respond to each attack. Early identification and action pays off exponentially. 12 

Successful attacks are very costly.  This means that ad-hoc responses which have been successful 
against older style attacks will be much less successful against Attack in Depth strategies.  Defenders 
must tighten their OODA loops 13 with more training and preparation.
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FINAL ANALOGY
If the objective is to kill a fly,  
Attack in Depth means they bring and have practiced using,  
a rolled newspaper,  
flyswatters (both manual and electric),  
bug spray,  
fly paper,  
a vacuum hose,  
12 ga. shotgun shell loaded with finely powered salt,  
birds,  
mammals,  
reptiles and  
arachnids known to eat flies  
as well as a Venus Flytrap.   
When they come to eat your lunch- expect the same preparation.

RESOURCES
1  While the term “Defense in Depth” is commonly used in the industry, it is often also applied where a more correct term “Defense 

in Breadth” would be applicable.  Rather than try to correct a common “mis-usage” I’ll use both “Defense in Depth” and “Attack in 
Depth” to indicate multiple independent measures protecting a single objective- regardless of whether those measures are arrayed 
in series (depth) or parallel (breadth).

2 On the defensive side, to be effective defenses must be “carefully curated” not randomly acquired and deployed, but thoughtfully 
combined for greatest effect and perhaps created from scratch if no current solution exists.   It is “...challenging to select indepen-
dent defensive layers that do not interact with other layers in unusual and unexpected ways.” https://www.researchgate.net/publi-
cation/242601537_Observations_on_the_effects_of_defense_in_depth_on_adversary_behavior_in_cyber_warfare

3 Similarly for attack, “careful curation” is different from a “Hail Mary” throw it all against the wall and see what sticks approach.  
It’s the thought combination of existing attacks combined with the creation of (typically multiple) attacks created from scratch to 
achieve the required objective. 

4 For more details see the excellent review “Analysis of the Cyber Attack on the Ukrainian Power Grid” https://ics.sans.org/media/E-
ISAC_SANS_Ukraine_DUC_5.pdf

5 While this outage was not particularly devastating, the techniques revealed are not only fascinating, but reveal what path future 
Nation State / APT attacks will likely follow.

6 Uninterruptable Power Supplies, designed to provide power in the event of a power grid failure
7 https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
8 Alternate interpretation for the Telephone Denial of Service is to frustrate electric customers reporting and seeking information 

about the outage.
9 The specifics of this attack are not well documented
10 Other useful defensive strategies are included in the SANS document “Analysis of the Cyber Attack on the Ukrainian Power Grid”
11  This is a reference to a common defensive strategy as proscribed in the following humors story, which is not applicable in nation 

state attacks where some group has been tasked with destruction of a particular target.  The story goes as follows: Two hikers in 
the woods are surprised by a hungry bear charging them from a distance.  The first hiker immediately sits down, quickly removes 
his boots and laces up the tennis shoes he retrieved from his pack.  The second hiker asks “What are you doing?!? Putting on tennis 
shoes might make you faster, but not fast enough to outrun the bear.”  The first hiker responds, “I don’t have to outrun the bear, I 
only have to outrun you.”

12 It’s my understanding that control of the power stations attacked are still largely under manual control and the computerized control 
systems not completely restored over a year after the attack occurred.

13  “OODA loop” refers to the decision cycle of observe, orient, decide, and act, developed by military strategist and United States Air 
Force Colonel John Boyd. 
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DEFENSE IN DEPTH STRATEGY -  
SECURING IT AND OT ASSETS

Protecting  IT and OT equipment in critical infrastructure  
markets takes strategy, planning and layers of defense.

Our Sentrigard Security Platform™ delivers a defense in depth 
strategy to secure client assets using best in class software and 
hardware solutions. To make it even easier, our platform is deliv-
ered on hardware that has already been configured, set up, tested 
and is ready to go upon delivery with simplified dashboards.

Having a multi-layer plan-of-attack ensures you’re tackling this 
with a defense in depth approach. There’s safety in layers.

Visit our website and talk to one of our security 
experts about your cyber security needs.


