
ENERGY 
MANAGEMENT 
CONTROL SYSTEMS

KEY INSIGHTS TO IMPROVE CYBER SECURITY
In Alignment with DoD Critical Infrastructure Protection Guidelines

       FOXGUARD SOLUTIONS 
        2285 PROSPECT DRIVE
        CHRISTIANSBURG, VA 24073

       FOXGUARDSOLUTIONS.COM



EMCS 
ENERGY MANAGEMENT  
CONTROL SYSTEMS

FoxGuard Solutions foxguardsolutions.com/BAS 3

CHALLENGE
Ensuring effective cyber security protections are in 
place for critical infrastructure has been a priority 
of US Federal agencies, including the Department 
of Defense (DoD), for some time. Cyber security 
guidance and regulations for critical infrastructure 
have been published by nearly every Federal agency. 
For many years the staff that maintain the core IT 
systems of critical infrastructure have been required 
to put in place a risk management framework that 
delivers appropriate cyber security protections to 
mitigate risk of breach and resiliency after a breach 
occurs. As with most risk driven information security 
initiatives – priorities within the DoD have often 
been set by a trajectory that prioritized protecting 
assets based on their business impact if breached 
balanced against risk exposure. One asset area that 
has been historically overlooked as part of DoD risk 
management guidance are supporting systems that 
are subcomponents of critical infrastructure – the 
Energy Management Control Systems (EMCS). EMCS 
infrastructure provides fundamental services for 
critical infrastructure and has become an attractive 
threat vector for bad actors. Recognizing this, 
agencies that provide critical infrastructure are 
being required by DoD to bring EMCS infrastructure 
into their broader risk management program. 
Examples of EMCS infrastructure include supporting 
power systems (e.g. micro-grids, and backup 
generators), building heating and cooling (e.g. HVAC 
systems), a broad range of external sensors and 
services (e.g. fire alarms, security cameras, badge 
readers, lighting systems, etc.) and much more. This  
increased focus on protecting EMCS brings into the 
fold a new set of constituents that must engage –  

including the facility managers that have 
oversight of affected EMCS infrastructure. 
This solution note provides key considerations 
and high impact information security control 
guidance for anyone now responsible for 
ensuring EMCS have the required level of cyber 
security protections as part of their critical 
infrastructure risk management initiatives.     

 

EMCS CYBER SECURITY CHALLENGES
A major challenge to securing energy man-
agement control systems is the inherent 
nature of many of the components that are 
in use to provide various supporting ser-
vices. In many cases EMCS components in 
use date back decades. When components 
were originally conceived and delivered the 
notion of interconnected devices did not 
exist. The primary objective in the design of 
EMCS components was resiliency and lon-
gevity, not security. Over time, many EMCS 
have been adapted for network connectiv-
ity, but, unfortunately, were not designed 
with network security in mind. As luck would 
have it – many of these systems did have 
some inherent properties that helped on 
the information security front (e.g. propri-
etary protocols, security through obscurity, 
etc.), however they remain seriously defi-
cient when it comes to cyber security. More 
recently, a broad range of contemporary 
and advanced control systems have been 
developed, using commercially available  
networking technology. Although better un- 

derstood from a cyber security perspective,  
they require a concerted effort and engage- 
ment across many constituents to protect 
them from bad actors that wish to do harm. 
Regardless of the operational technology 
(OT) in place, whether old or new, facilities 
that support critical infrastructure must en-
sure all operational technology in place is 
properly protected against breach. In many 
cases, effective cyber security across ener-
gy management control systems is required 
by multiple governing bodies (e.g. US De-
partment of Defense). The good news for 
affected organizations is that implementing 
an effective risk management framework 
is well understood. The bad news is it in-
troduces a broad range of new operational 
concerns that must be addressed. As with 
any risk management framework it’s all 
about defining priorities based on risk – and 
implementing high impact security controls 
and resilient operational procedures for 
systems that would impact critical infra-
structure if breached. 

EXPANDING OPERATIONAL
IMPACT OF SECURING EMCS

AFFECTED ORGANIZATIONS  
SHOULD REFERENCE:
NIST Special Publication 800-82 
NIST Special Publication 800-39 
NIST Special Publication 800-53
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SOLUTION
SOLUTION REQUIRES PRIORITIZING RISK 
VERSUS SECURITY INVESTMENT
Every effort to improve cyber security of critical 
network connected assets must balance asso-
ciated risk with the required investment in op-
erational and technology capabilities. Although 
NIST 800-53 provides volumes of cyber secu-
rity guidance and recommendations (across 
numerous cyber security concern categories, 
sub-categories, and specific security controls), 
it can quickly become overwhelming for most 
any information security and operational team. 
Historically, the prioritization of what areas of 
concern and which specific security controls 
to implement and on what systems was left to 
the organization to figure out. More recently, 
NIST is categorizing security controls based on 
their perceived impact to overall cyber secu-
rity. Currently, NIST 800-53 security controls 
are provided as having high, moderate, or low 
impact. At the time this article was published, 
NIST 800-53 lists over 150 high-impact security 
controls that affected organizations should im-
plement. Although NIST impact priority buckets 
can be helpful, it still can seem overwhelming 
for even the most seasoned information secu-
rity professional. To some degree NIST 800-82 
helps as it provides a much more focused set of 
guidance specific to industrial control systems, 
but still requires significant planning, prioriti-
zation, and implementation by an affected or-
ganization. Unfortunately, many organizations 
that must improve cyber security of industrial  

control systems and EMCS do not have adequate 
on-staff expertise or technology investments to 
meet implement this system let alone manage it 
over time. Many affected organizations will look 
to 3rd party consultants, solution providers, and 
managed services to assist in meeting their cy-
ber security objectives. Regardless of your or-
ganizations path, it is important to prioritize the 
highest impact security controls on the most 
exposed systems first, and then develop a con-
tinuous improvement program to support your 
needs and priorities.  
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SIX CORE TENETS OF 
RISK MANAGEMENT
 

IMPLEMENT ACCEPTED RISK
MANAGEMENT FRAMEWORK
Organizations and operational teams that require 
improvement to their EMCS cyber security pos-
ture should pay special attention to NIST Special 
Publication 800-82 that provides security con-
trol and operational guidance to minimize cyber 
security risks to industrial control systems (ICS). 
In addition, affected organizations should be-
gin the path to implementing a repeatable risk 
management framework (RMF) as documented 
by NIST Special Publication 800-39. Fundamen-
tal to building a risk management framework,  

affected organizations will need to prioritize, 
select, install and implement specific securi-
ty technology and controls that are detailed in 
NIST Special Publication 800-53. A comprehen-
sive overview of NIST 800-53, and other securi-
ty controls that should be considered, is beyond 
the scope of this white paper, however specific 
high-impact security technology and controls, as 
recommended by many information security pro-
fessionals, will be discussed.

�

CATEGORIZE
SYSTEM

SELECT
CONTROLS

IMPLEMENT
CONTROLS

ASSESS
CONTROLS

AUTHORIZE
SYSTEM

MONITOR
CONTROLS START HERE

Affected organization  
should establish a program 
that incorporates the six  
core tenets of a risk 
management framework.

Documented by NIST Special 
Publication 800-39

FUNDAMENTAL TO BUILDING  
A RISK MANAGEMENT  
FRAMEWORK, AFFECTED  
ORGANIZATIONS WILL NEED  
TO PRIORITIZE, SELECT,  
INSTALL AND IMPLEMENT  
SPECIFIC SECURITY  
TECHNOLOGY AND CONTROLS  
THAT ARE DETAILED IN NIST  
SPECIAL PUBLICATION 800-53
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INTRODUCE RISK MANAGEMENT AND 
HIGH IMPACT SECURITY CONTROLS
Guidance on information security priorities 
can be obtained from many sources, (e.g. 
NIST, The Center for Internet Security, and 
many other government, public and private 
resources). The recommended priorities of 
most information security resources con-
verge on guidance that organizations im-
plement fundamental high impact securi-
ty technologies. In addition, organizations 
need to ensure that specific operational ob-
jectives, using the implemented technolo-
gies, are continuously achieved to ensure 
the organization is aggressive in their efforts 
to minimize the risk of breach.  A table has 
been developed to assist organizations in 
understanding specific high impact securi-
ty controls and operational procedures that 
are either required or highly recommended 
to achieve the  above discussed objectives. 
(see reference table on page 8)

AGENCIES THAT PROVIDE  
CRITICAL INFRASTRUCTURE  
ARE BEING REQUIRED BY  
DOD TO BRING EMCS  
INFRASTRUCTURE INTO  
THEIR BROADER RISK  
MANAGEMENT PROGRAM
Examples of EMCS infrastructure include sup-
porting power systems (e.g. micro-grids, and 
backup generators), building heating and cooling 
(e.g. HVAC systems), a broad range of external 
sensors and services (e.g. fire alarms, security 
cameras, badge readers, lighting systems, etc.) 
and much more.
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CATEGORIZE SYSTEMS

DoD REQUIREMENT 
ALIGNMENTS

HIGH IMPACT 
TECHNOLOGY CHECKLIST

• SP 800-53 
• Multiple NIST &  

DoD Publications

❏ Inventory and categorize EMCS systems √ Passively inventories ICS infrastructure❏ Network discovery and mapping solution

RISK MANAGEMENT 
PROCESS STEP

❏ Ensure high impact solutions are selected, 
licensed, installed, and staff trained

√ Includes modules to address Configuration Management, 
Patch Management, Anti-Virus Management, Network 
Anomaly Detection, System and Log backup 

√ Our solution is customizable to meet your specific needs

Ensure the following operational objectives are met during initial 
implementation:
❏ Systems meet accepted configuration baselines
❏ Systems meet accepted patch level baselines
❏ Anti-virus signatures are current
❏ Log management and other monitoring systems are 
 properly tuned
❏ Backup policies are properly documented and configured

√  Industry experts to install, configure and support your systems 

√ Train staff on solution 

√ Use capabilities as part of RM program

Periodically assess:
❏ Systems & software configurations meet  

defined secure baseline
❏ Software is appropriately patched
❏ All high risk vulnerabilities are uncovered & addressed
❏ Antivirus signatures are kept up to date
❏ Operational resiliency objectives are being met

√ Patch and Vulnerability Intelligence reporting 

√ System Monitoring and Baseline Change  
Detection Awareness 

√ Network Visibility and real-time situational awareness 

Periodically Review
❏ Implemented security controls are effective
❏ The current risk to systems is acceptable

√  Continuous baseline monitoring and alerting when changed

√ Monthly security Patch and Vulnerability Intelligence

√ Network Traffic Monitoring and Alerting

√ Security Information and Event Monitoring Integration (SIEM)
√ Annual security services

√  Continuous baseline monitoring and alerting when changed

√ Monthly security Patch and Vulnerability Intelligence

√ Network Traffic Monitoring and Alerting

√ Security Information and Event Monitoring Integration (SIEM)

HIGH IMPACT SECURITY CONTROLS AND OPERATIONAL PROCEDURES
The following table has been developed to assist organizations in understanding  specific high impact 
security controls and operational procedures that are either required or highly recommended to achieve 
the objectives we have discussed .

SELECT CONTROLS

• SP 800-53 
• SP 800-82
• Multiple NIST &  

DoD Publications

Select high impact technology solutions as recommended by 
DoD including: 
❏  Configuration  Management
❏ Patch Management
❏ Anti-virus
❏ Vulnerability & Anomaly Detection
❏ Log Management
❏ Backup & Recovery 

IMPLEMENT CONTROLS

• SP 800-53 
• SP 800-82
• Multiple NIST &  

DoD Publications

❏ Implement selected technology solutions acquired  
     (and listed above) to ensure operational objectives 
     are being met

ASSESS CONTROLS

• SP 800-53 
• SP 800-82
• Multiple NIST &  

DoD Publications

❏ Utilize high impact features of technology solutions    
     acquired (and listed above) to ensure operational  
     objectives are being met

AUTHORIZE SYSTEMS

• SP 800-53 
• SP 800-82
• Multiple NIST &  

DoD Publications

❏ Utilize high impact features of technology solutions    
     acquired (and listed above) to ensure operational  
     objectives are being met

MONITOR CONTROLS

• SP 800-53 
• SP 800-82
• Multiple NIST &  

DoD Publications

❏ Utilize high-impact monitoring features of technology  
     solutions acquired (and listed above) to ensure  
     operational objectives are being met

FOXGUARD  
APPLIANCE & SERVICES

HIGH IMPACT 
OPERATIONAL CHECKLIST

Continuously monitor:
❏ Configurations against defined secure baseline
❏ Vulnerabilities to systems
❏ Network OT traffic to detect unapproved protocols
❏ Network traffic for anomalous and high-risk traffic
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FoxGuard is at the forefront of helping federal agencies 
and other organizations improve the security of Energy 
Management Control Systems (EMCS). Better protect-
ing EMCS is now central to new requirements placed 
on organizations that must ensure proper protection of 
critical infrastructure. FoxGuard’s unique EMCS security 
solution helps organizations greatly improve the posture 
of their EMCS via a single appliance that provides a broad 
range of technology solutions. Using FoxGuard organi-
zations will ensure meeting defined security objectives. 
The table to the right highlights key capabilities of the 
FoxGuard solution.

FOXGUARD SOLUTIONS PROVIDES:
Extensive information security information consulting  
and technology solutions for government agencies,  
energy companies, and other industries. 
FOXGUARD’S  EMCS CYBER APPLIANCE PROVIDES:
• SYSTEM AWARENESS 

Monthly Intelligence Reporting of all Patch and Vulnerability 
information related to your systems.  Low cost log aggregation  
and management of all critical IT and OT devices.

• OT/IT ASSET MANAGEMENT  
Creation and continuous monitoring of baselines for all  
IT and OT assets on your network.  Alerting to all baseline  
changes.  NAS support to create automated and manual  
backups of IT / OT systems.

• OT/IT VULNERABILITY / THREAT DETECTION  
Implementation of signature-less anti malware on all supporting 
systems.  Implementation of highly configurable HIDS systems 
to help lock down each systems to your level of security.  Passive 
network scanner to monitor all OT and IT traffic to detect and alert 
on all network anomalies or known threats.

• SECURITY INFORMATION AND EVENT MANAGEMENT  
Central management and visibility of all security  
information and events.

OT Information security is a tough nut to crack. 
Successful programs require buy-in from all 
levels of the organization and significant in-
vestment in technology and staff resources. A 
major challenge for almost every organization 
is determining what technologies should be im-
plemented and having sufficient qualified staff 
resources to implement and maintain. Funda-
mental to a successful program is picking the 
right tools (information security technologies), 
and continuously ensuring they are delivering 
maximum value. There are many resources that 
organizations can turn to for assistance, includ-
ing 3rd party information security consulting 

and solution companies. For example, FoxGuard 
Solutions is trusted by the Office of Secretary of 
Defense in their efforts to meet their RMF EMCS 
information security requirements. We were re-
cently awarded the ESTCP grant to build a cost 
effective easily deployable and maintainable 
cyber program to secure military base building 
automation systems. Our industry knowledge 
and product suite can help reduce your overall 
cost and burden.  Feel free to contact FoxGuard 
to learn more about how we can help your orga-
nization implement state-of-the-art information 
security technology and operational procedures 
as part of any risk management initiative.  
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BETTER PROTECTING EMCS  
IS NOW CENTRAL TO NEW  
REQUIREMENTS PLACED  
ON ORGANIZATIONS THAT 
MUST ENSURE PROPER  
PROTECTION OF CRITICAL  
INFRASTRUCTURE

requestinfo@foxguardsolutions.com

www.foxguardsolutions.com

877.446.4732

CONTACT US  
FOR MORE  
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