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ASSET INVENTORY IN  
THE OT ENVIRONMENT
THE FIRST STEP ON THE PATH TO SECURE YOUR OT ENVIRONMENT



INTRODUCTION 
 

Why do you need to have a complete asset inventory?  
 
The simple answer is security and business operations. But how can you secure your assets if you don’t know what 
all those assets are? We need to know every piece of equipment and what it does to know if we need to be 
concerned about possible vulnerabilities, patching those vulnerabilities, monitoring for problems, etc. In addi-
tion to securing these assets, we need this inventory for business continuity, to know the impact of each piece 
of equipment should it fail, and then have a plan in place should that happen. How do we replace it? Can we 
continue to operate without it?  

OT ASSETS 
OT assets are vastly different from those seen in a traditional IT environment. Sure, there may be some cross-
over, we have HMI’s, Historians, SCADA systems, etc., which are all primarily built on traditional servers and 
workstations, but we also have PLCs, switching relays, protection systems, and any number of other pieces of 
purpose-built equipment. This equipment is not like most of the general-purpose assets seen in IT space and 
having specific knowledge of how OT environments operate is paramount to a successful, complete asset in-
ventory. 

OT assets are vastly different by their very definition – “OPERATIONAL technology”. These systems affect physi-
cal parameters in the real world, not just data on a drive. The difference in operational impacts between IT and 
OT cannot be ignored. One critical difference is that OT can negatively impact the world in a number of ways, 
especially if that technology is not working properly. Pipelines can be shut down, reactor output increased or 
decreased, or worst of all, safety measures compromised. Because of the criticality of these systems, we must be 
extremely sensitive in how we perform asset discovery, but that criticality is also why having an asset inventory is 
so important. So, how should we go about this inventory thing?

ASSETS MAY INCLUDE
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We hear it all the time, “I don’t have an asset 
inventory” or “I didn’t even know that was con-
nected to the network.” Asset inventory and 
baselining is not the exciting part of cyber 
security, we get it, but a cyber security plan is 
woefully incomplete without a total picture of 
what you’re trying to secure. This is easier said 
than done, which holds especially true for the 
world of Operational Technology and Industrial 
Control Systems, where using traditional meth-
ods of automated asset discovery can be either 
ineffective or even detrimental to operations. 
Why is Asset Identification so much different 
in the OT world? For two main reasons, assets 
are very different, and operational impact. 

OPERATING  
SYSTEMS

NETWORK
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In addition- HMI’S, SCADA and firmware systems may have distinct  
software packages and/or sub-components that need to be monitored.
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ACTIVE ASSET DISCOVERY

Active asset discovery can be tuned to glean all sorts of information and can therefore vary somewhat in how it 
is performed, but it generally involves scanning all devices on a network using a network scanner, which sends 
packets out to every possible IP address in a given range and waiting for a response. After determining which 
assets are “alive” in the given IP range, the scanner will then send packets to every port to determine which ports 
are open for communication. These communications lead to numerous packets going to various equipment and 
can happen very quickly. In an IT environment, this is often totally fine. Equipment in a traditional IT environment 
can handle this traffic with minimal impact on normal operations. However, this aggressive amount of traffic in an 
OT environment can be detrimental. 

Often, of the traffic cannot be handled by OT assets and networks, which can cause the device to lose com-
munications, or fail, hopefully in a safe state. Availability is key in OT space, and equipment outages, even if 
only temporary, are not acceptable if avoidable. Network scanners can be set to use less aggressive meth-
ods, but even these can occasionally impact OT systems. It is often because of the inability to guarantee net-
work stability when using active scanning that active scanning is generally not recommended in an OT envi-
ronment. What is the alternative for network-based asset discovery if we cannot actively scan the network? 

PASSIVE MONITORING

Passive monitoring is the preferred method of network-based asset discovery in an OT environment. In passive 
network asset discovery, we simply sit back, observe organic traffic, and use that information to form a list of 
assets. This method can be much more time-consuming due to the possible infrequency in which some assets 
communicate, as well as giving a less complete picture since we lose the ability to “interrogate” assets to get 
additional information, such as open ports, possible operating system information, etc. 

The advantage is that since we are simply observing existing communications, there is virtually no risk of 
operational impacts using this method. The only change to the network is either a span port on a switch/
router to mirror all traffic to a monitoring system or the use of network “taps” to perform the same func-
tion. After listening to the network for some time and capturing the network traffic, a tool such as Wire-
shark is used to read the data capture and discover assets. Several purpose-built tools for passive mon-
itoring of OT networks can also perform asset discovery and alert on unexpected or suspicious traffic. 
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PHYSICAL ASSET WALKDOWN 

As great as asset discovery software can be, in the OT world, many assets are not connected to a network at all, 
are part of a closed network, or may not communicate on the network for extremely long periods of time, and 
therefore would not be discovered. For that reason and several more, physical walkdowns are often a require-
ment of asset discovery and inventory in OT environments. One place to start is “as built” documentation, if 
available. However, many OT environments have been in operation for many years, have had equipment add-
ed and replaced from many different vendors, changed hands of those responsible for the network, and not 
documented changes from the start or any changes at all. In many cases, operators of the equipment on the 
network have zero knowledge of the network and know that “it just works”. This knowledge gap is the primary 
reason there is little or no list of assets from which to start. Therefore, a necessary step to take is a physical site 
walkdown to discover all assets that may have been left out of documentation or not detected by scanning tech-
nologies. When performing a physical asset walkdown, several key characteristics should be recorded, such as: 

-  Physical location of the asset
       - Is the physical location of the asset secure? I.e., is it in a locked room or   
          locked cabinet or are there any other security measures such as security cameras?
-  Are there any signs that the equipment has been tampered with?
-  Equipment vendor, product, and version
-  Software running on the system
-  Network connections to and from the system
-  Other physical connections to the system
-  User accounts
-  Does the system have a password that can be changed?
-  Can software be added? 
-  What protocols are in use by the device?
-  Does the device have wireless capabilities?
-  Can removable media be attached?
-  What types of physical port connections does the device have?
-  Does the device keep log data?

 
These are just a few of the many questions that are important to answer during your asset discov-
ery and inventory. Having all these questions answered will prepare you for the next steps in secur-
ing your environment. This asset walkdown should not only include going to the devices you can see; 
it also needs to be a thorough walk-through. Open the cabinets, look in the closets, and trace out that wire 
that no one is sure where it goes. Sometimes this means accessing an equipment rack that is suspend-
ed from the ceiling, but you need to get in there. We didn’t say this would be easy, we said it’s necessary.  

 
CONCLUSION 

Okay, great, you’ve discovered all your assets. Now what? Now your asset inventory needs to be appropriately 
managed and kept up to date. There is a multitude of software applications that can help maintain inventory; and 
everyone will have different requirements, so you need to find one to fit your needs. Maintaining your inventory 
with any new assets or changes to assets will help ensure you don’t need to go through this process all over 
again and is critical in the next stages of your cyber security plan. Look at the NIST Cyber Security Framework, 
which has five functions: Identify-Protect-Detect-Respond-Recover. There is a reason Identify comes first; without 
knowing what you have, you will never be able to manage the remaining functions effectively.
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Need help?
FoxGuard Solutions delivers a defense-in-depth 
strategy to secure client assets. FoxGuard Solutions 
provides Asset ID and Baselining Reporting, GAP 
Analysis, Patch and Vulnerability Reporting, Validation, 
Deployment, and a Transient Cyber Asset Program to 
build a complete patch management program.

Visit our website and talk to one of our cyber security 
experts about your asset management needs.
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